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(57) [Abstract] 

[Object] To provide an apparatus and a method that can 
prevent reception of malicious emails. 

10 [Solution] A server 1 that distributes emails can receive, 
as transmission destinations for users , a plurality of 
transmission destinations having sections which can be 
arbitrarily determined by users, and, when an email is 
received from a communication path, extracts a 

15 transmission address from the email at an email receiver 
3, and crosschecks it with an address pattern or an 
address stored in a table 2a of a processing content 
storage unit 2. If they do not match, the email is 
processed normally with respect to the user. If they 

20 match, processing such as discarding of the email, 

transmitting an error email in reply, attaching a marker 
in a predetermined region of the email, and appending an 
address of a transmission destination, is performed 
according to characteristics of the email. Alternatively, 

25 when the address includes an encrypted pattern, the 



server 1 performs processing according to a command 
obtained by decoding the pattern. 

[0013] According to the present invention, on an email 

5 server side or a client side that receives an email from 
the email server, a disposable email address, an 
exclusive email address for a specific partner, and an 
email address containing encrypted information known only 
to the recipient can be created by a simple method. 
10 Therefore, emails from unwanted senders can be easily 
identified, and only acceptable emails can be easily 
received. 
[0014] 

[Embodiments of the Invention] 
15 Figs. 1A and IB depict a first embodiment of the 

present invention. Fig. 1A is a functional configuration 
diagram of a server. 

[0015] An email relay server 1 (hereinafter, 'server 

1') sends all email addresses corresponding to a specific 
20 format to a specific person. For example, for emails 
having an email address with a format such as 
ueda@xxxxx . server . com 
or 

ueda . xxxxx@server . com 
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the server 1 transfers emails corresponding to an 
arbitrary "xxxxx" in the email address to an email 
address registered for them, or distributes the emails to 
a specific email box registered for them. 
5 [0016] If any length of characters is permitted in the 

section "xxxxx", then logically, the number of possible 
email addresses becomes infinite, and even if a 
sufficiently long fixed-length character string is 
permitted, a remarkably large number of email addresses 

10 can be distributed to one email box. 

[0017] This enables the user to easily refuse or 

delete emails with email addresses that do not include 
"xxxxx" which the user has determined to accept. During 
normal usage, the email user reports a different email 

15 address to each one of persons who are likely to send 

emails to the user, and can discard or ignore emails that 
arrive at email addresses other than the ones reported by 
the user. 

[0018] By this method, if a user learns that one email 

20 address is a target of SPAM, the user needs only stop 
using that email address, and can also learn that the 
person who is supposed to send to that email address has 
actually sent the SPAM or has leaked the email address to 
someone who sends SPAMs . 
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[0019] When the user must disclose own address in 
order to clarify the locus of responsibility, such as 
when publishing news on a website, if the user uses a 
different email address for each email and accepts 
5 replies only of emails in which specific words are 
written, no SPAM can be transmitted even if email 
addresses learned in this way are collected. 
[0020] Assume that the user registers beforehand in 
the server 1 an email address for receiving emails, and 

10 acquires an email address directed to the user as a 

transmission destination of the received email. Assume 
also that this email address is "name@server " . 
[0021] To prepare an infinite number of email 

addresses, the server 1 does one of the following. 

15 1) Using a character not used in the name section 

(e.g. "."), treat all emails addressed to "name. given 
character string@server" as emails addressed to 
"name@server" , and redistribute them or put them in the 
email" box as necessary. 

20 [0022] 2) Using a media exchange (MX) field of a 

Domain Name Service, make a worldwide report that emails 
addresses to " name@given domain name . server " will be 
received by the server 1, treat all such received emails 
as emails addressed to M name@server", and redistribute 

25 them or put them in the email box as necessary. 



[0023] The server 1 crosschecks the email addresses or 
address patterns of received emails in the email receiver 
3. When redistributing them or putting them in the email 
box, in compliance with a prior command from the user, 
5 processes the emails by discarding them, refusing them by 
transmitting an error email, or adding some type of field 
that enables them to be processed by an email reader 
software of the user. In the process of adding some type 
of field, an apparatus such as that disclosed in US 
10 Patent No. 5377354 is used to enable the user to easily 
ignore or discard the emails, or to reduce its priority 
level for reading. 

[0024] The user has one or all of the processors that 

perform following processes to send a command to the 
15 server 1. 

• Specify a specific email address and a processing 
method; subsequently, mails that arrive at that email 
address are processed by that method. 

• Specify a specific email address pattern and a 

20 processing method; subsequently, mails arriving at email 
addresses that match that pattern are processed by that 
method. 

• Specify a processing method for all email addresses; 
subsequently, all emails are processed by that method. 
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[0025] To achieve this, a processing content storage 

unit 2 that stores specified addresses and processing 
methods corresponding to those addresses is provided in 
the server 1. Fig. IB is an example of a table stored in 
the processing content storage unit 2. One row of this 
table 2a consists of a field for storing an address or 
address pattern, a field for storing a processing method 
corresponding to the address or address pattern, and a 
field for storing options for storing parameters and the 
like of the processing method used during the processing. 
The server 1 crosschecks the address or address pattern 
of an arriving email with the specified addresses or 
address patterns registered in the table 2a. If the 
address or address pattern matches one in the table 2a, 
the server 1 executes processing corresponding to that 
address or address pattern. When processing is specified 
for all email addresses, the server 1 processes all the 
emails arriving for that user. 

[0026] The server 1 also includes an input and output 

unit 4 that enables the user to register and refer to 
processing methods. When the user makes a request to 
refer to a list of processing methods via the input and 
output unit 4, the server 1 presents a list of all 
processing methods corresponding to that user name 
(including address patterns and options) to the user. 



Similarly, when the user registers a processing method 
via the input and output unit 4, the server 1 
■ deletes the old registration ; 
• changes the registration contents; and 
5 . • makes a new registration. 

[0027] By giving meaning to the order in which address 

patterns are searched for, when a plurality of address 
patterns match a single destination, processing can be 
executed without ambiguity by prioritizing the pattern 

10 that is earlier in the order. That is, the search is 

specified such that the matching range is narrow. This 
enables exceptional patterns to be specified firsthand 
conventional patterns later. The server 1 also accepts 
requests to change the sequence of registered processing 

15 methods (at what order the pattern is checked) , input by 
the user via the input and output unit 4 . 
[002 8] Alternatively, when there is ambiguity, the 

server 1 may not accept registrations or may 
appropriately select one processing method that matches 

20 and execute processing accordingly. 

[0029] Figs. 2A and 2B are an example of processing 

executed when the order of searching executed by the 
server 1 configured as above has meaning. When, after 
the server 1 receives an email and crosschecks its 

25 address or address pattern in the email receiver 3, the 



credibility of the email is uncertain, the server 1 
executes specific processing. Fig. 2A depicts processing 
executed when the email receiver 3 of the server 1 
receives an email. 
5 [0030] One or all of the following processing methods 

are executed. 

• Distribute normally 

• Do not distribute 

[0031] When an email arrives at an address 

10 corresponding to the processing method that does not 

perform distribution, the server does nothing. Fig. 2B 
is an example of contents of the table 2a stored in the 
processing content storage unit 2 in the above case. 
[0032] In this case, a specific address or address 

15 pattern is stored in the field for address or address 

pattern, and "discard" is stored as processing content in 
the field for the corresponding processing method. No 
particular option is listed. When the server 1 receives 
an email whose processing content is registered in the 
20 table 2a, the server 1 refers to the table 2a shown in 
Fig. 2B, reads the corresponding processing method, and 
"discards" the email. Actually, the email will 
automatically disappear from the email box if the server 
1 does not distribute it and simply does nothing. 



[0033] Figs. 3A and 3B depict processing executed by 

the server 1 when a received email matches a 
predetermined address or address pattern and is refused 
by sending an error email, and contents of the table 2a 
stored in the processing content storage unit 2 in such a 
case . 

[0034] Fig. 3A depicts processing executed by the 

email receiver 3 of the server 1. When the address or 
address pattern of an arriving email matches a specific 
address or address pattern registered in the table 2a , 
the server creates an error email in the same manner as 
when it finds an address with an unknown destination, and 
transmits this email to the transmission source (error 
email transmission) . 

[0035] An error email is created in the same manner as 
when an error actually occurs during transmission or 
reception, and, when an email suspected as SPAM is 
received, sending an error email to the transmission 
source makes the transmitter of the SPAM think that the 
address of the person to whom the SPAM is sent is wrong, 
or such like . 

[0051] Figs. 8A to 8C and 9A to 9C depict process 

procedures performed by the server 1, and data stored in 
the server 1, when a processing method is encrypted and 



embedded in an arbitrary character string of an email 
address, and the server 1 executes the method by decoding 
the encryption. 

[0052] Fig. 8A and Fig. 9A depict process procedures 

performed by the server 1; Fig. 8B is a table 4 that 
stores keys for deciphering encryptions; Figs. 8C, 9B, 
and 9C are examples of contents of the table 2a of the 
processing content storage unit 2. 

[0053] The user registers a key for deciphering the 

encryption in the server 1 before specifying a processing 
method. Keys may be specified by each user according to 
the type of the server 1 (see Fig. 8B) or changed for 
each address pattern . That is, in the former case, keys 
for deciphering encryptions are stored as options for 
each user (Fig. 8B) , and in the latter case, keys are 
stored as options of the processing methods (Fig. 8C) . 

[Fig. 8] A process procedure performed by a server, and 
data stored in the server, when a processing method is 
encrypted, embedded in an arbitrary character string of 
an email address, and executed by the server after 
decoding encryption (Part 1) . 



Fig. 8 

Process procedure performed by server, and stored data, 
when processing method is encrypted, embedded in an 
arbitrary character string of email address, and executed 
5 by server after decoding encryption (Part 1) . 

(a) 

515 Crosscheck 
Mismatch Match 

10 Normal Processing. 

516 Separate encrypted section from unencrypted section 

517 Decode encrypted section 

518 Execute command 

15 (b) 
User 
Key 

(c) 

20 Address or Address Pattern 
Processing Method 
Execute Encrypted Command 
Option 

Encrypted Section Removal Pattern** 

25 
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• When executing, allow reference to one or all of 
following information . 

• Email Main Body (Header, Text) 

• Removal Pattern 
5 • Email Address 

** Encryption removal pattern may be specified and stored 
as part of address pattern, instead of as option. 
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sain-r^ji^ m^^tz^— jut y^*** y-t— s^jcap jo 

[0 0 4 2] f^ia (a) tt, If— >*l(D;rf— /ugttfl-# 
8B3 0teS4:^-t13T&S. HOEI (b) te, $0.3 

mxhz 0 

[0 0 4 3] f^m (b) {Ctf-TJ: o \c s gv^fc*— /kb 

r vu*<D®m3>fet ^xm^&zmn-rz&m&m 

^$tit^51^ If— /<l[i x -t^S^fc* — MZtt 
X-Forwarded-From: JgV^fcTKW;* 

[0 04 4] mm ( c ) 13, ^ — 6 CD-s ^ 6 a 

[0 0 4 5] i^i h (a) lc^$n5J;5»-> tw<JO 
/KO&!9£<DT KU^tWJH (b) CQr-^2a{Cl 50 



2000-339236 

/0 

[0 0 4 6] mS| (c) CD#ijTft\ 
6 a rx-Forwarded-Form : ueda. xxx. xxx@f u j i J 

[0 0 4 7] m6RT*m7lL ®^tz* — ;i/*5#3l<Ott 

mm&7Firmx&>z> 0 

[oo4 8] z^to.mjjm&mmi-zm&te. temxm 

ffl&m<D<T— ^2 aid, a»»t-5-<*tt«<OExE. 
fe*s«ftStLSo JL^ttS-^tiiK^ Bttt«S:»o-c 
LTr t -//W2 a tc|51S$ti/5o $>^)V^^i > i^— y^C 1 <D 

m*ir^»t«:»es-&, **wtefca«t, toilet 

[0 0 4 9] I^tS^ttfll 

subject *«»«os:*wfc*tffc*\ as to 
[0050] z.<o$m%m\z.&^-tz>T KU^W- 

U^y^S 1 0 : g3 6^T>'lEj7) N ttK35«*fcStfC 

(x^ryZfS 12, S12' ) , *5Tfft«t*btt*5t? 
^V^O^i^^r (^t'^^S 13, S13' ) , 
J£flEtSI?|5 2 COT — *7 /Is 2 a <DJtZf > 3 > • 7 -f — /U Kfe 
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II 

[0 0 5 1] H8At5El9W:, fe3®#ffi«:i**HfcL-C* 

/< l li^rtt^r^UT^tT-r-5»'&«D-b— ✓< l co^LS^ 
MI fc D—'< l Jd|5« $ tt * «r ^ * Sr^i-H 6 0 
[0 0 5 2] HI 8 (a) (a) «t, -0— ^< 1 <D 

$}>m^m£7jk-rm-v&?) , ms (b) ^ Bg-^^eD 

■ tt&Kffl^S^— ^^^fclK IU8 (c) RX/m9 
(b) % (c) te N toa*j5fe1Stt«B2c07 l — ></U2 a 

[0 0 5 3] ^-iflir^ll^^tg^-r^mitciif-^ 

&£-C, a— !fS^*8*i-5J:5tcU-ctAv^u (B8 
(b) #R8) , T KU^^^-^f*lC^^-6J; 

•C«f^-»R(Z>»Srf*#U (H8 (b) ) , &%Xte&m 
#jSfe^i/ 3 ytlt|i*«St5 (H18 (c) ) e 
[0 0 5 4] £fc, a.—* [fd5r<OA0!SI*iSfe«r*BSi-5» 

LXD—s<lft*Wr—7/U2 alCft&ZtiZ (B9 
(b) . (c) ) . 

[0 0 5 5] ^— ih'fi^— yl^T K ki*r5£$lC*0; 

.So 

[0 0 5 6] t-/< lO^- ^S»tSt5SlS3«, ^CO^Oj 

•^S16) D ^LT, *;<nzi^is Kg|5^^Aa3^SP4 
^S17) , (a-^K) frftUR 

it^i^T9 c^^z/s i 8) 0 %±mn±m$titc 

*y=7^ l/f^mm (0iJx.tf, Perl) (Z>*Q.a»i:a«i-5 
[0 0 5 7] £/c, H 5 OU— /< 1 K)\ SlC^TO* — 
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[0 0 5 8] fc*5 N a»WtC«|JRiit)<or K^t-O 

[oo5 9] ffirxEoKw-ett, tcffl.asr$-frr 

20 m*<&&<omn&&mi,x7£%<Dnm,mx&>z>tf^ 
&xm<zkxz.<Dfcm&tj:<-rzk&x£z 0 

[0 0 6 0] @10f4, fy^T^h —^&5± 

<Dm*)te^<DT Ki/^^^ /ufto), Mx-ft, ^^ysu 

#±mtn, sit ^ —)V(d ?v-(t^y ^<D%m?j: t'x& 

30 [0061] ?9<<T>'hx~tim&-rz>m&i*. -y—s< 
xfto r&%<D*-sutmm<D%m&fto} tern*. ? 

[00 6 2] illit ^^^T>hMXWM^—^<D 

^I^ni^^^ry h<Dffi&&7jk'tmxh 

5o ^7-f7yh2 0{l A-£&t9 3£tf£, 

2 2a ^IEtS$i^TV^5r Ku;*£>£i,Mi:r Ki/^/^ 
¥0 rat. A*S%/fpj*3S«2 ItCjo^T, 7« —fV(OW^ 

8feie»tt2 2{cia«$nrt^57 t — ^2 2 a<D^m^j 

t5o ftk3ffi*«fefBtt«p 2 2F^J(D-7 1 — y;>2 2 

aSr#JSUr, X— ^2 2 a JdS^^tbfeffi^fC^ — 

5(9 [0 0 6 3] KJ^ ^7^7V h2 0^)#*n«SBi: L 
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yyU2 2 a ICtt, KU:*£>6W3:#T Kw^^- 

tCUT*5<o wtUCj:^ ^(DXoteft^frbpt— JUT 

So 

[0064] mz s fy-tT^hvtttommbisX, & 
Ulster h-u^iztt^x&rt&ftzte^&Mm^vxtd, 

X$Z> 0 

[0065] zcDtzMc^ ^m^mmmu2 2^^- 

[0 0 6 6] *sis$:ftj$,ir2>m\c\^ ^6 K 

<t 3 ftr Kux/^-y^f-^2 2 a a>kttasu 

A-2 2 a*»b**-t-5. 
[0 0 6 7] 4>Lt>Ao*»b&ttJxtf* *rLiMB3^te 

-3) <D+<D\,^tifr&®mto\cmAj^»ft'tz> 0 

2) &C#<£>T >(D¥tifr— o«r/H^3 % 

[0068] 2) ©Mfpsr-raa-frictt, ti^st (<d± 

X) $:t07 Ku^/^-y^ftte^cV^^t tt 
r^;u2 2ai:a»tSit*s-CS5. grit Ex 

£f5 2 2 ^h<0^ — ^;V 2 2a <0*zff 3 (^v- a V 

> h 2 0XjS3££ftfc»fls (ffil^tf, «*r<7>;*— /W«T»-C 

[0 0 6 9] *>3VM* V Hi 2IC^$tt^«t 9(-> ^7 
-TTVh 2 0^x7- /u^^^cop^^co^— fr&ft 
AfeL (^T77S3 1) , -n^^^^tC^^^-r^ o 
(^77/5 3 2) C^t>pItgT^^ 0 



(8) mm 2000-339236 

[0 0 7 0] ^TIC, V— s< 1 fflJ-CffJK^ — ^Sr*Q.3ai- 

1 (a) (OMffflrtStStSSP 2 RT*m 1 (b) <OT — ^/V 
2a#fiB) o %imJj&<Dy X bteT K^W (TKU^ 

Xli7K^/^-y) , *Q.31#a5, t/i/ 3 ygr^3 
o^s— Hfii<co^««(oy ^ h-c*>S. 7K^«l±iE 

[0071] fc*:u «To«t5*WJiS3) s H-fre>nTfc 

<D*tttoX%Zi><Dt Ls KefPi: LtWOf^t^y 
[0 0 7 2] g|6*>5V^ 0 7<D»giC:i3l^-Cra\ IK 

[0 0 7 3] HI 8 &t>*|K] 9 ^»-&^P9-§*«fi«i3a*ife«ib 
^ 2 a ©7 K ^^Si:-iB©ffiaS:V^5 C 1 ■£ 

30 7A (^-yu^lf^a^^A) ^^r/ffi-^J: 9 Idi" 

[0 0 7 4] ^SttlXoi/bSi^ 
Tuser. ^S<7)^:^U@server. doma i n J t V ^ 9 ^ — yWT 
Kl/7^T r U ser@server. domainj t^9^-/V7K 

[0 0 7 5] l li^ — /USrg«tSi5 , fc%T K 

[0 0 7 6] ifcKn.— t . t&mJyfetD V * h 

erver.com j £qGQp<— yudr LT, ii^^iEi^^L^^r^r 
[0 0 7 7] tLbifttA^^y^Ufcii^ -^r^IB 
50 -tZ> 0 
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[oo7 8] f^D^A^-y^it^ mm 

• flyiiLfrifcj&S % Tma i I J <Di§-g\ r zl— if ^©server, co 
raj — A>4 Lt, ai#<Dffia6teS£fr5o 

• toafrifca^ Tdispose J C04i-g- x ^Id^co^— /0 

• «S.a*i£*S, Terror j <D4§£\ ii^S^CD^ft 

v*a»&fe3&«, rheaderj <7>i§£\ tf-T'V 3 

r ^-— "^©server .com J $&<D^—^t LT, iifif 

■ aOjJl^ffcfca^ Tmarkj co^§-£\ p< — /UtfV^y 
X-forwarded-from : ^tiSfe 20 
fcV^X^JfcottJnix.* I^r-if £@server. com j & 

•mmjjmtf, nfj <om&. ^ayfljuaT©? 

I L &fateH)ho1z () t?igoTtt3Rfi5g 

. ,u K£ ! 

• date before 0 # 

• date after 0 H 

[0 0 7 9] 7^wUK*fl^-;KO^ y ySt*57 
-f— /^K^T^JxJ^From&^fl, Subject COj;9ftt> 

^afrSfe^^v-a y^Hlh^y 40 

[0 0 8 0] ^SF|J^e>K±W7^" ^5/ 

~-^t-r*y s f~tZ>m&<Dfrmt ft 9 -e*u£A*Mi 
f&£ft<5 0 5/) 



WIM 2000-339236 

[0081] i^sttSWs r^7 ^ — ,u ! 

* —jufrh®. 9 ttJ L-tn^gl/^-y^ ^ Lftl^ 
ii^co^S t ft t) -tttfiWtttt t ft £ 0 

[0 0 8 2] W^S^SttJf^S Tdate after Bf+j CD 
3§iW£, ^ ^-^ucODate^ K^rfi^^L, £fc T0 

ttj B f+ Sr*R LOate^ ^ — jv Kco 0 ttj&sffijgtf) 

0 ft J: 0 ft 9 t ft£ 0 

[0 0 8 3] W^S^SttR^ Tdate after Bftj tf> 
^^^> /W-^Oate^^— KSrWRU £fc F0 
ttJ 0 f+Sr^R UDate^ ^ — ,u ^co 0 tt^^co 

B W «t 9 % O^co <h ft 9 -ttb^fift ^ ft % Q 

[0 0 8 4] «-<<5^<*tt**S Tdate before 0 ft j 
/UC0Date^>r— ^ KSriSpjRL, £fc T0 
^55>co 0 ft-$rfl?3R LDate^ ^ — Kco 0 tttffgfeto 

nttxv m<om^<D^m t ft 9 -tnwT«» <b ft 

[0 0 8 5]B^#ttKM&, I L () 
[0 0 8 6] »CtC % ^m^iaot, ~OCO 
WWt. 

[0 0 8 7] «iJx.tf % ^-^v-a VatcttJKT^J: 9ftlS 

(Subject:. He I lo. * &&From!fr i endname@sonie. domain) 
[ i f (From : spammer) [error] [header greet i ng : true] ] [m 
ail] 

^—/UCDSubject duello ^-g-^-From^fr ie 
nd_name@some. doma in$r-a ^ ft V ^Wi^te, if T^££5£B 

•«kS*JSfe*«, Tdecrypt J <Otfr& % 7h>^ 

a*Hs(o y ^ h osik/#jh¥a (ii ( a ) oAm^ 
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[0 0 8 8] timjj&<D&mzm UTf*, 
<^S27£x<£>g^>lJ-— <^i fi x TKu^rS, (*^< 

Wot, wtbbt^—i^osftstt^iftifja^isfeoy ^ 

h (Ell (a) (0«lSrt^|ElS^2(Dx-^2 a) Id 
[0 08 9] 

• add T K ^ -7 v K£ [^i/ 3 V] 

^"^VK^ali "dispose " „ "error ** , "mark" x 
"header" , "if" , "decrypt " » "mail" <D btlfr 

[0 0 9 0] TKU^ zr-^vK^. t^ 3 yi^e 

^2 a {ClEttrT*. 
[0 0 9 1 ] A-lPfBK©ftJ»#ffij^TlC*>S t # 

te, rrfcfciiflPSftfcfcwiy * h "di 
spose " s "error " % "header" te^^-V 3 Zs&lfttc 

[0 0 9 2] "mark" =1 V Kli^*P— 2/ ^ fc^v- 

add T Kl^-X mark ^^^^ ^-^^F^)S 

add ueda. broadcast mark X-Possibly-Sp 
am : true) 

SrgtfttCN (X-Posibly:) krypton (tr 

ue) LToftrfr, :jiws/gy«a 

[0 0 9 3] "if" 3^VKtt^*y*rt*fc*<a«<p 

[0 0 9 4] *-&ikP*©»f^rtaEtt*K-ct, 
-o\ 7*7*^ h £ UTerror ^ t V Kj6S*§^$ ttfc k<D 

2 a fcE«i-* 0 fcfcL#^ScB§^Kif^^Jg^-rs fc * 
[0 0 9 5] S«P*0«S:tt, add (O^-ry Kitf-^ 

add ueda. from, f r i ends i f (From : f r i end 1 @h i s. d 
oma t n | From : f r i end 2 @her. doma i n ) 
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add ueda. 1 month, from. 990401 if (date before 
1999/5/1) {mail} {error } 

add ueda. report if (Subject : . *bug. *report*) 
{if (From : customerl | From : customer2 } {mark 
X-customer-report : yes } {mark X-bug-report : ye 
s } } {mail} ' 

[0 0 9 6] "decrypt " =i^rls KU7/^-> 

— ^OiEffiaSttifi^tS*?), ". " , "*" ti 

[0 0 9 7] if— ^lj&sgtf 3515=1 ^v Ktt«*.tfTIB 
00 J: 5l£fc*. 

add ueda. commandkeyl. \ (\. \*\) decrypt Nsa 
Oghza I d va JAga I Asf 0034J 

a-§-fb*tt/t5:^iJfiadd Wn-7yK^^> 3 y^ 

<mm^<Dm^>^-^^^^x- : t(D^m^^tcm 
[0 09 8] Mtttm 

show ^l— if^, 

IKS* Sir, "Ctt*****^*!. 

[0 0 9 9] mV&ZtlZftmte, 5£&tiF<DffiX(Dfa s 
add SrRfcV^T K^a7- VEJU$tf>:7;i~ ^ < u-^ 

So 

[0100] Aftffll 

delete — > 

®&sho* tmrnzT** bxmvM-to titEo^b 

40 5g-j- 0 

[0101] MtitM 
replace — V ^^^K^C ^^iXs^] 

^«r*3S*Qj3ffi-eJ&^$ttfc=i^v K*fc^-^>a VTA 
^b#^S 0 fit, An#x.6^J(^tf^^:delete^^H 
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*Uf, add k±<mc\z.9bflFl>. TctfV^-VriSj^o^ 

10102] Mrftm 

order — > JQffg: 

* hoJKffSr^JEi-5 0 ro^iEtCctoT. -ttt£i»^> /0 
«OEtt-o-f -itk&(DMF¥&&*>lz-rtiZ> Jfc 5 K1-6 0 
t L fc— ft-*-** I imif , /^-y^^o^ b * 

<>-A^rKu^fp/a« (^^^Tv h 2 otcfcsaa: 

® 3 0O7t- *y hCO— #!j£r7FLT;^5 0 20 

[0103] 0$M<D7$ ? V 3 1 y 

2 ^tiX^^tzh, 

0 tt<Dfrom:7 ^ —A- K3 5 lCA*^*>*ttf , 
Date from 0 

0 tt(Dto7j —/U K3 6 (CA^&tUf , 
Date after 0 ft* 

[0 10 4] Subject, to, From ICMIT, ✓ — >- 3 

< -0— <t * ^ >r r ^ h <o«L^t>-fr > jbisRW-ctt, 

[0105] ir— ✓< i o tt;* — ^Srgtf&S k , * — A* 40 
TKu*<D T@j ZQ&moX&W&m^ J* —jut K 

5o — r. j a^^ftTWjS-mwf, ffl^TKu 

ct o tfifflioac^jsraiu au -eft* r^.— ^ 

[0 10 6] tit, §ft>-/KO-^^^g|S^tC, tfljx. 

If. 

X-Forwarded-From : ^B^fe JO 



2000-339236 
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fcV^5X*W«rWltJn*, rrL^-if^ @se rver.com j %i 
O^— It, mft<Z>&mt8m&fto 0 X-For*arde<i- 
From<t^?§B#f3\ ^ 7>T T> M s to3S"C# ^^"T tb 
if, 4f<0«4X*W»ca3ELTt,AV\ 
[0 10 7] ^7>f7>h2 0 (Hi 1#JB) tc^ffi-f 

* ^ — A^^/flsjaasB 2 i wa^fli t mmztom 
[0108] ^7^7yh2 0iitwnoH^-^ 

X-Forwarded-From : 
[0 10 9] ^7 — *—J^(DM^^m l,Ttt, fy'CT 

[oiio] ^7-f7yh2 oii^fc, ii*^y7 
[0111] *a3i*ife<oa»icisuTtt, 

[0112] ^7^7>h2 0l±*fc, m%(0^-jV(D 

Acor Ku^t 9 J:5l-t5wt*s-Ct5 0 

[0113] Ccofc^(c s i5t@?(D7 Kv^^-gct 
67 KU^^S^ffi05»t^f9^V>tB^<t LT^oJ: 

tt, T£Vft±X tc^faz£k UrfipoJ:5<CT 



-11- 



21 

[0 114] fcLfcjt.oa>bfttt;h,tf, SrU^ffi^Jte 

1) 7 s y^/VY<D7 K^SrftJ, 

2) IE^FcDT Ku^^<^ — v^>iftbj&»— oSr^v^S^ 

3) *rU^TKu**ff!K *ftiSrLvMM^feS:Hai 

[0 115] 2) G>ttfls«ri-*»frfcHU fS^5fc «o£ 
[0116] 

-/^*r«*k:*»» 5 £ 4: # *rflB ft 5, 
[0 117] rco^m. SPAMiWix5I«^I6 

JtSr1B^cS^»5CtdS-e€r*J:5Jc:ft5. Sfc* r 
co J: 5 fcflMBS:*— £ 9 y^iTis V <nm&&ttX?f 

Ions] it s p AM^-/^m^-r^><Dn^"- 30 

d*o^Kft^-yWi*Lr»Jl»*ttftv\ 
[m®<offi¥ftta^] 

[Hi] l ^M»l^^tit*fc5 0 

[EI 2] SftUfe^— yuo«fflSdS«ft^fc5»&<0«!f 

[IU3] Sdfifei^- a^^ot Kv^fcsvMi 
s wow** ufeia-c*>5 0 

[H5] ^-^j65ii«<oj:5^^'-^ttBBaS-r5*s, Ji 
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[SI 6] /^s»teottK«:»ofct(03&»4r5 

[17] ®^tc*-ji-*m7£<D&m*n^tci><Dfrt'? 
— '<<n&mb&m&m<oftmm$:iFirm (^2) x&> 
[is] z&mjjm&m^-ib^x * — ^7 Ku^^ijc 

frf 6 *&<OU- —/<coMS £ 1518 £ ;fu<5 t*— * ^F-r H 
(■£01) -Cfo6 0 

[13 9] Zimjjf£&m%'ik\^X*~ frT Ku*a>flE*S: 
[iio] ^7-f7y h{zBffi*-ji>ffiJkmWi&&rtZ 

m&<DV—/<<D%im&$Lm-tz>mxhz> Q 

[Hill] ^ 7 ^ 7 y h -/K^Ml^rf 

[mi 2] ^9—*-^tm^<nftm<Dj-/u%ftj$, 

So 

[Hi 3] ^7^7y hCD^a^^, 3.-f|C7^ 

[«F-§-comP^] 
1 , 10 /< 
2a, 4 S 22a 'r — 'f^ 

2 jaartsisttSB 

3 P'-A'StttfitglS 

4 Atti*a 
6 ^ — 

6 a ^ y ? U 

20 t^-iT^Y 

2 1 ^ -/w-*^/^aeK 

2 2 «l3ffi*&Sa«« 

2 3 . f+*DW«*^*^36« 

3 0 jx— if • >^ ^ — ^ilgj 
3 1 ^Sl^^y 

3 2 

3 5 f romA7J V << —A K 
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[Hi] 



[12] 



1T-M"1 



2 



IE 



_IL_ 




1X7-^ 



SL. pa 

(a) 
2a 



(b) 



£fl ur- f aYS g $ 




f 3 



(b) 



si* 




3T 7' V 3 V 









[Bl 2] 




-S31 
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[B3] 
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(b) 
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(b) 




2g 















to 


3 


,5a 'X- 



x-posslbly-apamdaie 



r 



[B5] 



T-n - »\-iiL$"ji7l7/-;nt66i3£.T-Ji>\-.^nr^-^7>*« 




(b) 







trv, x 




rt-AQ 











~6a 



:uedo.xxx, xxx(S> 
fuji 
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7Kt^ xjj 
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30 
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